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1. LIST OF ACRONYMS AND ABBREVIATIONS

1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8
1.9
1.10
1.11
1.12
1.13
1.14
1.15
1.16

2.

BCP Business Continuity Plan

Body the (this) private body, Exceed the Bar (Pty) Ltd;
DIO Deputy Information Officer;

EEA European Economic Area

EMEA Europe, Middle East, Africa

10 Information Officer;

IRP Incident Response Plan;

IT Information Technology

LAN Local Area Network

MD Managing Director;

Minister Minister of Justice and Correctional Services;
PAIA Promotion of Access to Information Act 2 of 2000 (as amended);
POPIA Protection of Personal Information Act 4 of 2013;
Regulator Information Regulator; and

Republic Republic of South Africa

VPN Virtual Proxy Network

PURPOSE OF PAIA MANUAL

This PAIA Manual is useful for the public to:

2.1

2.2

23

24

check the categories of records held by this body which are available without a person

having to submit a formal PAIA request;
have a sufficient understanding of how to make a request for access to a record of this
body, by providing a description of the subjects on which this body holds records and the

categories of records held on each subject;

know the description of the records of this body which are available in accordance with

any other legislation;

access all the relevant contact details of the Information Officer and Deputy Information

Officer of this body who will assist the public with the records they intend to access;
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2.5

26

2.7

2.8

29

2.10

3.1.

3.2.
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know the description of the guide on how to use PAIA, as updated by the Regulator and

how to obtain access to it;
know if this body will process personal information, the purpose of processing of personal
information and the description of the categories of data subjects and of the information

or categories of information relating thereto;

know the description of the categories of data subjects and of the information or categories

of information relating thereto;

know the recipients or categories of recipients to whom the personal information may be

supplied;
know if this body has planned to transfer or process personal information outside the
Republic of South Africa and the recipients or categories of recipients to whom the

personal information may be supplied; and

know whether this body has appropriate security measures to ensure the confidentiality,

integrity and availability of the personal information which is to be processed.

KEY CONTACT DETAILS FOR ACCESS TO INFORMATION OF THIS BODY

Information Officer

Name: Phoenix Bakker

Tel: 012-343-0143

Email: phoenix@yvikingpit.com
Fax: n/a

Deputy Information Officer

Name: Rhiannon Symons

Tel: 012-343-0143

Email: rhiannon@vikingpit.com
Fax: n/a

3.3 Access to Information (General Contacts)

Email: info@vikingpit.com
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3.4 National or Head Office
Postal/Physical Address: 508 Berea Street

Muckleneuk

Pretoria, Gauteng, 0002
Telephone: 012-343-0143
Email: info@vikingpit.com
Website: www.vikingpit.com

4. GUIDE ON HOW TO USE PAIA AND HOW TO OBTAIN ACCESS TO THE GUIDE

4.1. The Regulator has, in terms of section 10(1) of PAIA, as amended, updated and made
available the revised Guide on how to use PAIA (“Guide”), in an easily comprehensible
form and manner, as may reasonably be required by a person who wishes to exercise any
right contemplated in PAIA and POPIA.

4.2. The Guide is available in each of the official languages from the Regulator.
4.3. The aforesaid Guide contains the description of:
4.3.1. the objects of PAIA and POPIA;
4.3.2. the postal and street address, phone and fax number and, if available, the
electronic mail address of:
4.3.2.1. the Information Officer of every public body, and
4.3.2.2. every Deputy Information Officer of every public and private body

designated in terms of section 17(1) of PAIA" and section 56 of POPIA?

4.3.3. the manner and form of a request for:

4.3.3.1. access to a record of a public body contemplated in section 11%; and

' Section 17(1) of PAIA- For the purposes of PAIA, each public body must, subject to legislation governing the employment of
personnel of the public body concerned, designate such number of persons as deputy information officers as are necessary to
render the public body as accessible as reasonably possible for requesters of its records.

2 Section 56(a) of POPIA- Each public and private body must make provision, in the manner prescribed in section 17 of the
Promotion of Access to Information Act, with the necessary changes, for the designation of such a number of persons, if any, as
deputy information officers as is necessary to perform the duties and responsibilities as set out in section 55(1) of POPIA.

3 Section 11(1) of PAIA- A requester must be given access to a record of a public body if that requester complies with all the
procedural requirements in PAIA relating to a request for access to that record; and access to that record is not refused in terms
of any ground for refusal contemplated in Chapter 4 of this Part.
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4.3.3.2. access to a record of a private body contemplated in section 50%;

4.3.4. the assistance available from the |10 of a public body in terms of PAIA and POPIA,;

4.3.5. the assistance available from the Regulator in terms of PAIA and POPIA;

4.3.6. all remedies in law available regarding an act or failure to act in respect of a right
or duty conferred / imposed by PAIA and POPIA, including the manner of lodging:
4.3.6.1. an internal appeal,
4.3.6.2. a complaint to the Regulator; and
4.3.6.3. an application to a court against a decision by the information officer of

a public body, a decision on internal appeal or a decision by the

Regulator or a decision of the head of a private body;

4.3.7. the provisions of sections 14° and 51° requiring a public body and private body,

respectively, to compile a manual, and how to obtain access to a manual;

4.3.8. the provisions of sections 15" and 522 providing for the voluntary disclosure of

categories of records by a public body and private body, respectively;

4.3.9. the notices issued in terms of sections 22° and 54'° regarding fees to be paid in

relation to requests for access; and

4.3.10. the regulations made in terms of section 92'".

4 Section 50(1) of PAIA- A requester must be given access to any record of a private body if-
a) that record is required for the exercise or protection of any rights;
b) that person complies with the procedural requirements in PAIA relating to a request for access to that record; and
c) access to that record is not refused in terms of any ground for refusal contemplated in Chapter 4 of this Part.
5 Section 14(1) of PAIA- The information officer of a public body must, in at least three official languages, make available a manual
containing information listed in paragraph 4 above.

8 Section 51 (1) of PAIA- The head of a private body must make available a manual containing the description of the information
listed in paragraph 4 above.

7 Section 15(1) of PAIA- The information officer of a public body, must make available in the prescribed manner a description of the
categories of records of the public body that are automatically available without a person having to request access

8 Section 52(1) of PAIA- The head of a private body may, on a voluntary basis, make available in the prescribed manner a description
of the categories of records of the private body that are automatically available without a person having to request access

9 Section 22(1) of PAIA- The information officer of a public body to whom a request for access is made, must by notice require the
requester to pay the prescribed request fee (if any), before further processing the request.

10 Section 54(1) of PAIA- The head of a private body to whom a request for access is made must by notice require the requester to
pay the prescribed request fee (if any), before further processing the request.

1 Section 92(1) of PAIA provides that —“The Minister may, by notice in the Gazette, make regulations regarding-
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4.4. Members of the public can inspect / make copies of the Guide from the offices of the public
and private bodies, including the office of the Regulator, during normal working hours.
4.5. The Guide can also be obtained:
4.5.1. upon request to the Information Officer; or
4.5.2. from the Regulators’ website at:
https://inforegulator.org.za/information-regulator-paia-manuals/
4.6 A copy of the Guide is also available in the following three official languages, for public
inspection during normal office hours at this body’s registered offices:
461 English
46.2 Afrikaans
46.3 SeSotho
5. AVAILABLE CATEGORIES OF RECORDS WITHOUT NEED TO REQUEST ACCESS
Available | AV2liable
Category of records Types of the Record on re puest
Website 9
Legal Documents Information Regulator PAIA Guide
X X
Viking Pit PAIA and POPIA Manual
Forms Form 1 - Objection to Processing of
(free of charge) Personal Information (2018)
Form 1 Reg 3 - Request for a Copy of the
PAIA Guide
Form 2 Reg 7 - Request for Access to
Record X X
Form 2 - Request to Correct / Delete
Personal Information or to Destroy or
Delete a Personal Record
Form 5 Reg 10-1 - Info Regulator
Complaint Form

(a) any matter which is required or permitted by this Act to be prescribed;

(b) any matter relating to the fees contemplated in sections 22 and 54;

(c) any notice required by this Act;

(d) uniform criteria to be applied by the information officer of a public body when deciding which categories of records are to

be made available in terms of section 15; and

(e) any administrative or procedural matter necessary to give effect to the provisions of this Act.”
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Category of records

Types of the Record

Available
upon
request

Available
on
Website

General Information

(free of charge) charge)

General information brochures (free of

X X

Home
Our Story
Our Food
Our Cookies

Website Information
(free of charge)

Our Sauces

Follow Us

Contact Us
Viking Merch
Our Sauces

Viking Merch

6. DESCRIPTION OF RECORDS AVAILABLE IN TERMS OF LEGISLATION

Category of Records

Applicable Legislation

Company Records

Certificate of Registration
Memorandum of Incorporation
Company Share Register
Register of Directors

Minutes and Resolutions

Companies Act 71 of 2008

Company Records*
BEE Certificate

Broad Based Black Economic Empowerment
Act 53 of 2003

Company Records*

Register of Employee Earnings

Compensation for Occupational Injuries and
Diseases Act 130 of 1993

Company Records*

Employment Equity Plan

Employment Equity Act 55 of 1998

Company Records

Lease Agreements
Hire Purchase Agreements
Credit Agreements

Deeds Registry Act 47 of 1937

Employee Records*

Employee Files
Employment Contracts
Discipline Records
Job Descriptions

Basic Conditions of Employment Act 75 of
1997

Unemployment Insurance Fund 63 of 2001

SARS Records*

IRP5, IRP6
VAT201
EMP201, EMP501, ITR12

Tax Administration Act 28 of 2011
Value Added Tax Act 89 of 1991
Income Tax Act 58 of 1962

* only administrative folders created, yet to be
populated
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Category of Records

Applicable Legislation

Licensing Records*

Business Licence

Certificate of Acceptability

Fire and Safety Certificate

SAMRO Certificate
SAMPRA Certificate

Dept Health Inspections

Liquor Licence

Tobacco and Smoking Licence

SABC TV Licence

Gradings

Business Act 71 of 1991

Regulations Governing General Hygiene
Requirements for Food Premises and
Transport of Food Related Matters [R638 of
2018]

Foodstuffs, Cosmetics and Disinfectants Act
54 of 1972 as amended

Gauteng Liquor Act 2 of 2003
Gauteng Liquor Act 3 of 2014

Tobacco Products Control Act 1993

Broadcasting Act 4 of 1999

PAIA Guide

PAIA 2 of 2000

PAIA & POPIA Manual

PAIA 2 of 2000
POPIA 4 of 2013
POPIA Regulations 2018

7. DESCRIPTION OF SUBJECTS AND CATEGORIES OF RECORDS HELD

Subjects on which the body holds
records

Categories of records

Corporate Governance*

Company Rules, Policies, Procedures, Risk Management
Framework, Compliance Framework and Audit, Business
Continuity Plan, Information and Cybersecurity Plan,
Personal Information Impact Assessment

Human Resources*

HR policies and procedures, Employee records
(employment contracts), Education and Training
Records, Travel records, CV’s, Medical Aid Records,
Leave Records, Discipline Records

Sales and Marketing*

Client Details, Advertising and Marketing Material

Finance*

Banking Records, SARS Records (including PAYE, UIF,
VAT, Returns), Compensation Fund Records, Accounting
and Bookkeeping Records, Annual Financial Statements,
Expense Records, Income Records, Asset Register and
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Subjects on which the body holds
records

Categories of records

Records, Account Records, Debtors and Creditors
Statements and Invoices

Services* Service Level Agreements (Suppliers and Clients), Non-
Disclosure Agreements, Terms and Conditions
(Suppliers), Licence Agreements (Suppliers), Contracts
(Suppliers), Consent and Objection Forms

Compliance* Contracts, FICA Documents, Insurance Records, Medical

Aid Scheme Records, Professional Licenses, Archive
records, IT Device and System Manuals, Software
Licenses, Due Diligence Records.

New Business and PR*

Individualized Sales and Presentation Brochures

Operations*

Menus, Recipes, Critique from Customers, Planning
Notes, Costings and Pricing Records, Quotations

PROCESSING OF PERSONAL INFORMATION

8.1 Purpose of Processing Personal Information

8.1.1. Viking Pit (Pty) Ltd make, sell, and deliver food and branded merchandise to the

general public. We have both an online and physical presence in a flea market

environment. We plan to open a fixed restaurant as soon as we reach capacity.

8.1.2. We collect emails, names, telephone numbers, and physical addresses of our

customers to communicate updates of new product offerings and to handle any

orders they place with us. We also require such data to process deliveries.

8.1.3. In all above instances, personal information may be collected and processed.

8.1.4. The gathering and processing of the stated categories, subjects and types of

personal information in this Manual is done in order to provide the services we

offer to our customers.

8.2 Description of Data Subject Categories and Information Relating Thereto

Categzr;;sc:)sf*Data Personal Information that may be processed

Customers / Clients Name, email, physical street address, telephone numbers
and banking details in event of a refund

Survey Participants or Name, email, telephone number (optional) for poll purposes.

Respondents Anonymity applies for general surveys. In general, opinions,
personal views and perceptions.

Prospective Employee CV (which usually contains personal information disclosed in

Applicants good faith by the applicant, assessment information (if
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Categories of Data
Subjects*

Personal Information that may be processed

undergoing any battery of tests),
employment history.

education history,

Service Providers (Suppliers)

Name, email, address, telephone numbers, registration
number, vat numbers, trade secrets and bank details.

Employees

Name, email, address, telephone numbers, qualifications,
unique identifiers (ID/passport numbers, social media
handles), bank details , gender and race.

*The personal information

of the above listed categories data subjects will strictly

and only be processed if consent is obtained from the data subject.

8.3 Categories of Recipients to whom Personal Information may be Supplied

Category of personal
information*

Recipients or Categories of Recipients to
whom the personal information may be
supplied

criminal checks

Identity number and names, for

South African Police Services (may include third party
service providers, such as Kroll and Huru)

verifications

Qualifications, for qualification

South African Qualifications Authority

credit information

Credit and payment history, for

Credit Bureaus

qualification, opinions, views,
perceptions (personal and by
others) for polling purposes

Names, email, telephone number,

Third Parties (assessment service providers)

*The above listed categories of personal information will strictly and only be shared
with the stated recipient if consent is obtained from the data subject.

8.4 Planned Transborder Flows of Personal Information

8.4.1. Transborder flows of personal information, in particular, are incidental to the

process in which the body will process information.

8.4.2.

Viking Pit (Pty) Ltd utilise the electronic card payment systems of Yoco

Technologies (Pty) Ltd (Reg Number: 2013/203377/07) [trading as Yoco] (a

Cape Town service provider) who stipulate in their privacy policy that our

information may be transferred to foreign countries primarily for retention

purposes or if Yoco’s service providers are cross border or use systems

cross border. By using the Yoco App, we have expressly agreed that Yoco

may transfer the information cross border for these purposes. Yoco stipulate

that they will only share information cross border with recipients who have

laws similar to POPI which apply to them, or who entered into an agreement

with Yoco to include the relevant POPI principles.
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The Yoco App also enables Viking Pit to connect our various social media

accounts for eCommerce purposes, and the same provisions in 8.4.2 apply.

The body conducts a due diligence on each of its service providers before
signing any contract, service level agreement, or license agreement. The
purpose of such due diligence is to establish that the Third Party Service

Provider / Operator’s data handling accords with section 72 of POPIA.

The same is done in terms of any applications or specific software Viking Pit
(Pty) Ltd use for survey, customer relationship management, analytic and

relevant business purposes.

Depending on the service provider (who acts as an operator on behalf of the

responsible party the data will be transferred as follows:

Service Provider (Third Party

Storage / Cloud Country

Operator)*
Yoco Yoco are vague which country data is transferred to
but it has been established they use MS Azure Public
Cloud whose servers are based in Ireland and
Netherlands
eCommerce tbc

Survey Monkey

Ireland and USA

* The categories of personal

information that could be subjected to transborder

transfers are enumerated in 8.2 above.

8.4.8. This list is not exhaustive, and is subject to further due diligence.

8.4.9. Where the body learns that personal information will be transferred to third

party processers, storage or cloud operators beyond the jurisdictions
mentioned in the above, Viking Pit (Ltd) will ensure that our Operators will
provide sufficient guarantees in terms of the technical and organisational

security measures required to safeguard personal data and information.

8.4.10. Viking Pit (Pty) Ltd will also take reasonable steps in good faith to assess

third party compliance with such adequate measures to ensure personal
information is adequately protected in accordance with the PAIA and POPIA

laws of the Republic.
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8.4.11. Our current internet service provider hosts local server and cloud capacity
from a dedicated N+1 Data Centre with redundant cooling, fire suppression,
UPS and generator backup facility, and utilises a carrier-grade network with
24/7 incident monitoring. The principles, rules and procedures of section 72

of POPIA will be applied when transborder data transfers are necessitated.

8.4.12. Our marketing component makes use of social media.

8.4.12.1. Facebook cloud servers are currently hosted by data centres in the
USA, Europe and Singapore, as part of their data center fleet.
Within this fleet, Facebook has three points of presence in
Johannesburg, Mombasa, and Lagos. Here, server racks in data

centers are rented by Meta for local data hosting to serve ISPs.

8.4.12.2. Instagram is owned by Meta whose servers are based as stated in
8.4.12.1.

8.4.12.3. TikTok uses Oracle Cloud Infrastructure based in the USA and
Singapore data canters for backup purposes. Apart from backup

facilities, TikTok is hosted by Google Cloud and based in Texas.
8.5 General Information Security Measures
Viking Pit (Pty) Ltd is a responsible party in terms of processing our data subjects’
personal information. To safeguard information and personal information, adequate

cybersecurity measures have been identified and adopted. These include:

8.5.1. Anti-virus and anti-malware solutions with auto-scanning of all email

attachments and detachable devices when connected to the network.

8.5.2. Appropriately and adequately configured internet firewalls.

8.5.3. Anonymization, aggregation, and de-identification of personal information

gathered during surveys.

8.5.4. Aggregated, anonymized and de-identified information is not considered

personal information for purposes of this Manual and our service offerings.
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8.5.5. Implementation of endpoint protection on all devices, including flash drives,

external hard drives, and tablets to prevent spread of malicious code, and

with plug-in and pop-up blockers installed.

8.5.6. Updating all system software, including 8.5.1 above.

8.5.7. Secure web connections, with regular Wi-Fi, LAN and router inspections.

8.5.8. Secure web browsing and email settings (use of VPN and private browsing).

8.5.9. Data encryption with remote erasure of lost or compromised devices.

8.5.10. Due diligence on cloud provider security and third-party suppliers

8.5.11. Strict access control management: to physical premises, and data systems.

8.5.12. Segmentation framework for network traffic.

8.5.13. Regular audits of log files for irregularities and abnormalities.

8.5.14. Whitelist and blacklist applications.

8.5.15. Secure mobile devices.

8.5.16. Secure all detachable storage devices (as retain data).

8.5.17. Sound password management with multi-factor authentication.

8.5.18. Cyber Security Risk Assessment with quarterly system testing.

8.5.19. Cyber Security Policy, with monthly cybersecurity awareness training for all

employees.

8.5.20. Incident Response and Business Continuity Plans (IRP and BCP).

8.5.21. Social media workplace policy.
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8.5.22. Auto-archiving with randomised database backups.

8.5.23. Sandboxing critical data.

8.5.24. Non-Disclosure Agreements.

All data security measures are regularly revised and maintained in line with IT

industry and cybersecurity best practices.

DISCLAIMERS

9.1.

9.2.

9.3.

9.4.

9.5.

9.6.

Transmission of information and personal information over the internet can never

be guaranteed as 100% secure.

This body commits to do our best to ensure the protection and maintain the integrity
of the data subjects’ personal information, but cannot guarantee the security of data
being transmitted to or through the services of our Operators. The data subject does

so with informed consent, at own risk.

Once this body receives the data subjects’ information, it will use strict procedures
and security policies and protocols to prevent unauthorised access to the best of its

ability.

This body cannot and does not assume any responsibility for the actions / omissions
of third parties, including the way they use personal information received from this

body or other independent sources.

Disclosure of personal information will only occur in event of complying with a legal
obligation to, or a legitimate interest in law, including a response to official enquiries,
requests, or court order from public or government authorities, or to protect the
rights, privacy, safety, or property of Viking Pit (Pty) Ltd, its affiliates, Operators,

data subjects or others.
This body does not share recruitment candidate information with any individual or

body, unless express informed written consent has been obtained from the data

subject concerned.
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AVAILABILITY OF THE MANUAL

10.1.

10.2.

10.3.

10.4.

10.5.

10.6.

10.7.

A copy of the Manual is available-

10.1.1. on the body’s website (www.vikingpit.com);

10.1.2. head office of Viking Pit (Pty) Ltd for public inspection during normal

business hours;

10.1.3. to any person upon request and upon the payment of a reasonable

prescribed fee; and

10.1.4. to the Information Regulator upon request.

A fee for a copy of the Manual, as contemplated in annexure B of the Regulations,

shall be payable per each A4-size photocopy made, and excludes delivery costs.

If the data subject objects to the processing of his/her personal information by this
body, he/she must complete “Form 1 - Objection to Processing of Personal Info

(2018)” as available on the body’s website.

If the data subject seeks access to any record, he/she must complete “Form 2 Reg

7 - Request for Access to Record” as available on the body’s website.

If the data subject seeks to correct or delete personal information held by the body,
or alternatively seeks to destroy or delete personal information held by the body,
he/she must complete “Form 2 - Request to Correct/Delete Personal Info or to

Destroy or Delete a Personal Record” as available on the body’s website.

If the body has no legitimate reason or ground of justification for refusing a data
subject access to a record, a copy of a record, or to correct, amend, delete or destroy
a record as guided by PAIA and POPIA provisions, then it will make the record

accessible or available to the data subject.

In event the body refuses access, the data subject may lodge a complaint to appeal
to the Information Regulator and must then contact the Regulator and obtain the

relevant complaint forms from the Regulator’s website.
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11. UPDATING OF THE MANUAL

The head of Viking Pit (Pty) Ltd will on a quarterly basis update this manual.

Issued by

Phoenix Bakker
Director & Information Officer
Viking Pit (Pty) Ltd
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